Incident Response Plan 

An Incident Response Plan is documented to provide a well-defined, organized approach for handling any potential threat to computers and data. The Plan identifies and describes the roles and responsibilities of the Incident Response Team. The Incident Response Team is responsible for putting the plan into action. 

Incident Response Team 

An Incident Response Team is established to provide a quick, effective and orderly response to computer related incidents such as virus infections, hacker attempts and break-ins, improper disclosure of confidential information to others, system service interruptions, breach of personal information, and other events with serious information security implications. The Incident Response Team’s mission is to prevent a serious loss of profits, public confidence or information assets by providing an immediate, effective and skillful response to any unexpected event involving computer information systems, networks or databases. 

The Incident Response Team is authorized to take appropriate steps deemed necessary to contain, mitigate or resolve a computer security incident. The Team is responsible for investigating suspected intrusion attempts or other security incidents in a timely, cost-effective manner and reporting findings to management and the appropriate authorities as necessary. The Information Security Office will coordinate these investigations. 

Types of Incidents 

There are many types of computer incidents that may require Incident Response Team activation. Some examples include: 

• Breach of Personal Information 

• Denial of Service
• Excessive Port Scans 

• Firewall Breach 

• Virus Outbreak 

Incident Response Team Members 

Each of the following areas will have a primary and alternate member: 

• Information Security Office (ISO) 

• Information Technology Operations Center (ITOC) 

• Network Services

• Server and Application Support 
• Legal

• Public Relations

Incident Response Team Roles and Responsibilities 

Information Security Office 
• Determines the nature and scope of the incident 

• Contacts members of the Incident Response Team 

• Determines which Incident Response Team members play an active role in the investigation 

• Provides proper training on incident handling 

• Escalates to executive management as appropriate 

• Contacts auxiliary departments as appropriate 

• Monitors progress of the investigation

• Ensures evidence gathering, chain of custody, and preservation is appropriate 

• Prepares a written summary of the incident and corrective action taken

Information Technology Operations Center 
• Central point of contact for all computer incidents 

• Notifies Information Security Office to activate computer incident response team 
Network Services

• Analyzes network traffic for signs of denial of service, distributed denial of service, or other external attacks 

• Runs tracing tools and event loggers 

• Looks for signs of a firewall breach 

• Contacts external internet service provider for assistance in handling the incident 

• Takes action necessary to block traffic from suspected intruder 

• Collects pertinent information regarding the incident at the request of the Information Security Office 

Server and Application Support

• Ensures all service packs and patches are current on mission-critical computers 

• Ensures backups are in place for all critical systems 

• Examines system logs of critical systems for unusual activity 

• Monitors applications and services for signs of attack 

• Reviews audit logs of mission-critical servers for signs of suspicious activity 

• Collects pertinent information regarding the incident at the request of the Information Security Office 

Legal
• Monitor relevant legislation, provide input as appropriate, and communicate to our clients the effect that any enacted legislation may have on them.

• Be aware of major contracts which the organization enters that may have an impact or effect on our customers, employees, and other data.

• Be aware of other companies’ privacy policies that may affect our organization and affiliates.
Public Relations

• Coordinate with the Information Security Office to form public statements in the event of an incident.
• Build relationships with the local government, media and community.
• Stay up on current events involving information security incidents and how other companies respond.
Incident Response Team Notification 
The Information Technology Operations Center will be the central point of contact for reporting computer incidents or intrusions. The Operations Center will notify the Information Security Office (ISO). 
ITOC contact information: (800) 321-5678 
All computer security incidents must be reported to the ISO. A preliminary analysis of the incident will take place by the ISO and that will determine whether Incident Response Team activation is appropriate.
