Incident Recovery Plan  --  Main Server Single Drive on RAID Failure


Before an Attack

Users

1. Test.

Technology Services

1. Make sure adequate backup procedures are in place.

2. Make sure service contract on servers is up-to-date.

During an Attack

Users

1. Report to Technology Services any PC issues.

2. Keep paper copies of all transactions.

Technology Services

1. Contact vendor for replacement drive.

2. When drive arrives, replace faulty drive and begin rebuilding RAID.

3. Verify succesfull rebuild of RAID & call an end to the incident.

After an Attack

Users

1. Verify data in system. Look for data loss. If loss found, reenter data from paper copies.

Technology Services

1. Modify this IRP to close any gaps or problems in the procedures.

