Breach of Personal Information - Overview

This Incident Response Plan outlines steps our organization will take upon discovery of unauthorized access to personal information on an individual that could result in harm or inconvenience to the individual such as fraud or identity theft. The individual could be either a customer or employee of our organization.

In addition to the internal notification and reporting procedures outlined below, credit card companies require us to immediately report a security breach, and the suspected or confirmed loss or theft of any material or records that contain cardholder data.
Personal information is information that is, or can be, about or related to an identifiable individual. It includes any information that can be linked to an individual or used to directly or indirectly identify an individual. Most information the organization collects about an individual is likely to be considered personal information if it can be attributed to an individual.
Definitions of a Breach of Personal Information
A security breach is defined as unauthorized acquisition of data that compromises the security, confidentiality, or integrity of personal information maintained by Affordable Medical Supply.

Data Owner Responsibilities

All data owners must report any suspected or confirmed breach of personal information on individuals to the ISO immediately upon discovery. The ISO will notify the Chief Information Security Officer and location managers whenever a breach or suspected breach of personal information on individuals affects their business area.

Note: For ease of reporting, and to ensure a timely response 24 hours a day, seven days a week, the Information Technology Operations Center will act as a central point of contact for reaching the ISO.

The ISO will determine whether the breach or suspected breach is serious enough to warrant full incident response plan activation. The data owner will assist in acquiring information, preserving evidence, and providing additional resources as deemed necessary by the ISO, Legal or other Incident Response Team members throughout the investigation.

When Notification Is Required

The following incidents may require notification to individuals under contractual commitments or applicable laws and regulations:

· A user (employee, contractor, or third-party provider) has obtained unauthorized access to personal information maintained in either paper or electronic form.

· An intruder has broken into database(s) that contain personal information on an individual.

· Computer equipment such as a workstation, laptop or other electronic media containing personal information on an individual has been lost or stolen.

· A department or unit has not properly disposed of records containing personal information on an individual.

· A third party service provider has experienced any of the incidents above, affecting the organization’s data containing personal information.

Incident Response – Breach of Personal Information 
Incident Response Team members must keep accurate notes of all actions taken, by whom, and the exact time and date. Each person involved in the investigation must record his or her own actions.
Information Technology Operations Center

The ITOC will serve as a central point of contact for reporting any suspected or confirmed breach of personal information. 
ITOC contact information: (800) 321-5678 

After documenting the facts and verifying that a privacy breach or suspected privacy breach occurred, the ITOC will open a Priority Incident Request. This will begin an automated paging process to immediately notify the Information Security Office. 

The ITOC will page the primary and secondary contacts in the Information Security Office. The ITOC advises that a breach or suspected breach of personal information on an individual has occurred. After the Information Security Office analyzes the facts and confirms that the incident warrants incident response team activation, the incident request will be paged to the Incident Response Team.

Information Security Office
When notified by the ITOC, the ISO performs a preliminary analysis of the facts and assess the situation to determine the nature and scope of the incident. 

They inform the Legal Department that a possible privacy breach has been reported and provides them an overview of the situation. 

The ISO contacts the individual who reported the problem and identifies the systems and type(s) of information affected.
If a privacy breach affecting personal information is confirmed, Incident Response Team activation is warranted. Contact the ITOC and advise them to update the Incident Request and page the Incident Response Team.
Notify the Public Relations Department of the details of the investigation and breach. Keep them updated on key findings as the investigation proceeds. 

Direct and coordinate all activities involved with Incident Response Team members in determining the details of the breach. 
If personal information is involved, coordinate next steps with the Legal Department and Public Relations.
Network Services
When notified by the ISO that the privacy breach Incident Response Plan is activated, provide assistance as determined by the details of the potential breach. 
Monitor systems and the network for signs of continued intruder access. 

Review firewall logs for evidence of unauthorized access. 

Determine where and how the breach occurred.

· Identify the source of compromise, and the timeframe involved.

· Review the network to identify all compromised or affected systems. Look at appropriate system and audit logs for each type of system affected.

Take measures to contain and control the incident to prevent further unauthorized access to personal data, including shutting down networks, reconfiguring firewalls, modifying access controls. 

Server Support
Monitor access to customer database files to identify and alert any attempts to gain unauthorized access. Review appropriate system and audit logs to see if there were access failures prior to or just following the suspected breach. Log data should provide information on who touched what file and when.
Take necessary steps to prevent additional compromise of personal information 

Determine where and how the breach occurred.

· Identify the source of compromise, and the timeframe involved.

· Identify all compromised or affected systems. Look at appropriate system and audit logs for each type of system affected.

Take measures to contain and control the incident to prevent further unauthorized access to personal data, including shutting down servers, changing system passwords, modifying access controls.

Legal
After confirmation that a breach of personal information has occurred, notify the Chief Legal Counsel

If necessary, notify the appropriate authorities 

Follow approved procedures for any notice of unauthorized access to personal information about individuals. 
Coordinate with Public Relations on the timing and content of notification to individuals.
Public Relations
After confirmation that a breach of personal information has occurred, notify the Public Relations Director.

Coordinate with Legal on the timing, content and method of notification. Prepare and issue press release or statement, if needed.

Prepare appropriate response to media, customer, and/or employee; and have the Legal Department approve prior to distribution.

Proactively respond to media inquiries, if necessary.
.
